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This two-part paper presents an analysis of the security mechanisms, risks, attacks, and defenses of the two most
commonly used password management systems for web browsers, found in Internet Explorer and Firefox. The article
specifically addresses IE 6 and 7 and Firefox 1.5 and 2.0. Attention is devoted to the following areas:
Password storage mechanisms: The means of safeguarding usernames and passwords on the local file
system through encryption (addressed in part 1).
Attacks on Password Managers: The methods of subverting or bypassing safeguards (partially addressed in
part 1; continued in part 2).
False sense of security: Users employing password managers without any awareness of the risk factors
(discussed in part 2).
Usability: Features that enhance or deter the usability of security features (discussed in part 2).
Mitigation and Countermeasures: Actions that can be taken by users and corporations to reduce the risk
(part 2).
Internet Explorer and Firefox together amass roughly ninety-five percent of all browser market share. [ref 1]
AutoComplete [ref 2] and Password Manager [ref 3] are the features that store web form usernames, passwords, and
URLs for Internet Explorer (since version 4), and Firefox (since version 0.7), respectively.
Each browser has helpful features to aid the user from being tasked with remembering different usernames and
passwords as a means of authentication for web sites. Thus when navigating to a URL such as http://www.gmail.com
where form input fields are present, both IE and Firefox will prompt the user if he or she wants to save their username
and password. When the user re-visits the same web site the browser will automatically fill the fields.
Although these features greatly simplify the responsibility of the user, they also introduce security considerations that
are addressed in the next few sections.
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