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THE theft of computer data at an Arizona company that put as many as 40 million credit card accounts at risk for fraud
may have been the largest case of stolen consumer information yet.
But the incident, which was revealed last week and may have occurred months ago, surely will not be the last. In fact,
the theft was only the latest in a series of incidents, not all of which involved criminal activity. Earlier this month, for
example, United Parcel Service lost data tapes with personal information on nearly four million customers of Citigroup.
The problem of keeping data secure "exists on lots and lots of levels," said Marc Rotenberg, executive director of the
Electronic Privacy Information Center in Washington. "You begin to see that the United States has an enormous
problem that is spiraling out of control."
And like seismologists who can look at smaller tremors and know that a major quake is in the offing, consultants and
others who study data security and identity theft can confidently predict that more trouble is ahead.
The question, for them, is one of magnitude, whether there will be the electronic equivalent of the Big One, an incident
so widespread, compromising so much personal information, that it devastates the system of financial transactions that
underpins the consumer economy.
Data thefts and accidental losses have always occurred, Mr. Tenner said. What has changed is that there is now a law in
California requiring companies to inform consumers when their information is breached.
Some experts argue that protecting personal data is a hopeless task, that the emphasis should be on making transactions
more secure."Making information harder to use is the key," Mr. Schneier said. "Making it harder to steal is a dead end."
One problem is that there currently is little financial incentive to improve security for transactions. "Credit card
companies are putting the cost of fraud on the merchants, who put it on us the cardholders," Mr. Spafford said. A
governmental role may be necessary, he said.
Whatever the improvements, few experts envision a complete solution. "Any security measures are at best only buying
time," Mr. Tenner said. "It's really like the development of antibiotics - they are always trying to stay ahead of the
problem."
"For the optimist, this can go on indefinitely," he added. "For the pessimist, it's like the man who jumped out of the
20th floor of a building. As he passed the 10th floor he said, 'So far, so good.' "
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